Transferring Data from NE-CAT by using Globus and Sftp

Globus is a non-profit service for secure, reliable research data management developed and
operated by University of Chicago ( https://www.globus.org/our-story ). You can move or share your
data between two endpoints (file transfer locations) using Globus interface.

To transfer data using Globus, you need to access two endpoints, source and destination. NE-CAT
is using APS endpoint as a source. During the process, we will upload your session(s) into the APS
endpoint, and you will download your data to your endpoint by using Globus. You don't need to
download entire session with Globus. You can select individual files or folders to download.

IMPORTANT: To transfer data from NE-CAT with Globus you must have:

+Globus account

*Globus connect personal (Globus Desktop/Laptop App)

¢Globus Endpoint

eYour APS login credentials

eYou must be listed as an Experimenter on the ESAF associated with the trip data you are
trying to download

* If you are already using Globus and have it setup in your computer, login to Globus and
follow the instructions below. Otherwise, skip to second page.

* For Proprietary users; If you don’t have Globus subscription, please use the sftp option
to download your data.

. Search aps#data for APS endpoint at File manager connection bar.
APS will ask your credentials. You can use either ANL domain or APS Web
Account credentials. To access with your APS Web account, please enter your
badge number starting with d, such as d12345 and enter your APS password. You
can find more information at page 5.

. This credential will expire after 7 days.

. To reach the NE-CAT files, enter “/gdata/dm/NECAT/ “ in the path bar.

. Select your institution, lab (group name) and remote session

. You can find your institution and session name at remote website. For
example: In NE-CAT remote you will see directory column
gpfs1(or2) / users / Inst. name / group name and session humber
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. Select your folder(s) or file(s)
. Select your endpoint and start transfer.
. APS will check your credentials for data transfer.
. To transfer data, your name must be on the ESAF which is related to your
session.
o Even if your name is in the ESAF, you may get a “Permission denied” error
message at the beginning of the transfer. This should resolve after ~10-20
mins.


https://www.globus.org/our-story

New Users for Globus

If you are not familiar with Globus or don't have an account, you can go to the Globus web site
(https://docs.globus.org/how-to/get-started/), or you can go to the My APS portal (1) to get more
information. Click the Globus button at the top right side in your My APS portal (2). To reach the
Globus web site you can click the Data Transfer via Globus (3). To get the detailed information
about Globus installation from APS, click “HERE” (4).
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personalized gateway to the APS, and much more.
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Data Transfer via Globus
Users can connect to J#8gg fansfer data collected at the APS and stored using the APS Data Management System to a computer at the user's home institution.
Please click HERE fg@detailed Wstructions on how to access and use Globus. If you need assistance accessing or using Globus, please reach out to your beamline
contact.
Globus is currently rigni e following beamlines at the APS:
1-BM-B,C 1-D-B,CE 2-BM-AB 2-ID-D 2-ID-E
3-ID-B,CE 4-ID-C 4-ID-D 4-ID-XTIP 6-BM-A,B
6-1D-B,C 6-1D-D 7-BM-B 7-ID-B,C,D 8-BM-B
8-ID-E 8-1D-1 9-BM-B,C 9-BM 9-1D-B,C
11-BM 11-ID-B 11-ID-C 11-ID-E 12-BM-B
12-ID-B 12-ID-C,D 16-BM-B 16-BM-D 16-1D-B
16-ID-D 17-BM 20-BM-B 20-1D-B,C 26-1D-C
27-1D-B 29-D-CD 30-1D-B,C 32-1D-B,C 33-BM-C
33-ID-D,E 34-1D-C 34-1D-E
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Login to Globus

. If your institution has an association with Globus, then you can login to Globus using your
existing organizational login. Navigate to https://auth.globus.org, choose your institution from
the dropdown link and click "Continue”.

Log in to use Globus Web App

Use your existing organizational login

e.g.. university, national lab, facility, project
Look-up your organization -

IMPORTANT: When you login to Globus, do not select Argonne National Laboratory as an
institution (5). You must use your own institution. When you select your own institution, it will bring
you to your institutional Globus-related login web page where you need to enter your institutional
username and password. Then, your institution will authenticate you with Globus.

[ G Sign in with Google

Sign in with ORCID iD ‘

Didn't find your organization? Then use Globus ID to sign in. (What's this?)

If your institution is not listed, you can also use your Google account, click on "Sign in with Google”,
or you can create and use personal GlobusID. Then follow the prompts.

When you login, you should see the general layout of the Globus web app as shown below.
To create an endpoint, select endpoint tab at the left side (6) and click “Create a personal
endpoint” (7).

. Select your relevant operating system and install it (8). You can find more information
at the Globus website about installation and  directory  setup
(https://www.globus.org/globus-connect-personal). During the installation, DO NOT
select “High Assurance” option.

&3 G/\ Endpoints Search all endpoints < () Create apersonal endpoint i@
; :

@ Recently Used In Use @ Shareable By You @ Shared With You % Administered By You

Fier recenty used

ENDPOINT STRICT STATUS ROLE SHARED

= = - ready
©) Glogrms Cofect Personal
ENDPONTS
s 7 da

ready
Manged Public Endpoint

=
v

=
v

5 Download Globus Connect Personal

Globus Connect Personal allows you to share and transfer files to and from your laptop or desktop computer. Download Globus
ULl Connect Personal below and follow the install steps to turn your personal computer into a Globus collection. Learn more about Globus

Connect Personal (7

[ l/ Download Globus Connect Personal for Mac

globus

connect
r<onal
pereona Show me other supported operating systems

[ =- Globus Connect Personal for Windows

\ (N Globus Connect Personal for Linux I
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Under file manager, select middle icon at the panel selection tab, to see both source and
destination end points at the same time.
o To reach the source endpoint, which is APS data management in this case, search
and select aps#data (9-10).
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At this point, APS will ask your credentials, select continue (11).
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Please follow the instructions for username and your password (12).
o Briefly, you can use both ANL Domain or APS web account credentials.

o An ANL Domain Account. All current users and employees should have
access to an ANL domain account (12). ANL Domain accounts have been
used for some time for Argonne employees for e-mail, training & other central
services. These accounts have also been used internally for the APS Proposal
and ESAF system. These accounts have more recently been made available
to external users in an effort to standardize access across user facilities at
Argonne.

. An APS Web Account. The APS Web Account is used for the APS Proposal
& ESAF system. The username is the badge number prefixed by the letter
'd’ (e.g. d123456) and enter your APS password (12).

o This credential will expire after 7 days.

Important: Note that the APS Data Management account is scheduled to be phased out as
users are switched over to the ANL Domain accounts. Both accounts will be supported for a
transition period but use of the ANL domain account should be considered to be the
preferred account when possible.

APS MyProxy Client Authorization

Welcome to the OAuth for MyProxy Client Authorization Page. The Client below is requesting
access to your account. If you approve, please sign in with your username and password.

The aps#data endpoint uses your ANL Domain account OR your
d<badge> account (e.g. username d123456) along with your APS
Web Password.

Note: The ANL Domain account is the preferred account and is
becoming available to users mid-2022.

Support for both accounts will be maintained during a transition
phase, but the d<badge> account will be phased out in the future.

Information on Activating/Reactivating ANL Domain accounts can be
found on the APS User Checklist Page.

APS Web Passwords associated with the d<badge> accounts can be
changed at the APS Web Portal Page.

Note: Changes in the APS Web Password may take 15-20 minutes to
sync before you are able to authenticate on this page.

For problems with the ANL Domain Account contact the Argonne
Help Desk at (630)252-9999. If you are having trouble logging in on
this page contact (dm-admin@aps.anl.gov)

Change your APS Web Password

Username
Password

cD




When your credentials are accepted by APS, you should see different directories under APS
endpoint. Select dm (13) - NECAT (14) - your institution and your lab (15). At this point, you
can save this path into your Globus bookmark by clicking bookmark icon (16) to create a
shortcut link.
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. After selecting your institution and your lab (group name), find your session name and select
it.
o You can find your intuition and session name the at remote website (17).
o For example: On the NE-CAT remote website, you will see directory column
gpfs1(or2) / users / Inst. name / group name and session humber

IMPORTANT: You can select entire session or any subfolder(s) / files under your session to

transfer.
To transfer data, your name must be in the ESAF which is related to your session.
APS will check your credentials for data transfer. You may get a “Permission denied”
error message at the beginning of the transfer. This should resolve after ~10-20

minutes.
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Sftp is another way to download your data from APS DM.
o To transfer data, your name must be in the ESAF which is related to your session.
o Use one of the two APS sftp servers (sftpdtn01 or 02):

o In terminal, go to the folder which you would like to download all the data
related to this session

. "sftp d<badge>@sftpdtn01.aps.anl.gov" that provides access to files on
aps#data
. It will ask your APS password which is the one to access APS systems,

such as My APS portal or ESAF system.

o When you login, change the directory to NECAT (cd NECAT) to see all
institutions. Find your institution, lab (group name) and session (folder or files).

. You can find your intuition and session name at remote website. For
example: In NE-CAT remote you will see directory column
gpfs1(or2) / users / Inst. name / group name and session number

2021-01-20 08:32 2021-12:3109:00 -
csT csT ‘gpisi/user
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csT

Igpfs2lusersinecatinecat_E_5579

* Start data transfer by using “get” (or get -r ... for directories) command (such as,
get-rabc_E_1234).

®* You do not need to download entire session. You can select any
individual folder (or files) to transfer.



